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User Guide

The Scotiabank Secure Email Service is a service that enables Scotiabank
employees to securely send personal or confidential information at your
request using e-mail. Scotiabank customers/business partners will also be
able to securely reply back to Scotiabank employee secure e-mails.

The Scotiabank Secure Email Service is managed by Scotiabank and all
information sent does not leave the Bank’s internal systems. The personal or
confidential information sent in a secure e-mail will not be displayed in your
personal email Inbox. Instead, you will receive a generic notification to advise
you each time a Scotiabank employee has sent you an e-mail. To retrieve the
content of the e-mail, you are required to log into the Scotiabank Secure Email
Service using your e-mail address and a password.
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This guide provides step by step instructions for the following components of the Scotiabank
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§ Scotiabank®
Receiving a Secure Email from Scotiabank

This section outlines the instructions for receiving a Secure Email from Scotiabank.

1. A Scotiabank employee has confidential/personal information you requested they send to you via e-mail.

2. An e-mail is composed and sent to your e-mail address with the confidential/personal information which may
include e-mail attachments.

3. You will receive an e-mail notification from ems@scotiabank.com indicating that a Scotiabank employee has sent
you an e-mail through the Secure Email System.

4. The “Scotiabank Secure Email” provides an access link to the Scotiabank Secure Email Service. When the link is
selected, your web browser will launch and direct you to the Scotiabank Secure Email log in page (see Figure 1).
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Secure mail waiting: (Secure) nbox  x ()
Scotiabank.em ployee@sS cotiabank.com Mar 27 (7 days ago) - -
to me =

Scotiabank.em ploy ee@S cotiabank.com

has attempted to send you a secure, encrypted e-mail message.

To view this e-malil, please vi{ the Scotiabank Secure Email@egister if you are a new user or log in with your existing account.

For further information on how to use this service please refer to the Secure Email User Guide.

Vous avez regu ce message automatisé parce que

Scotiabank.employee@$scotiabank.com

VOUS a envoye un courriel sécurisé.

Pour lire ce courriel, vous devez accéder aQ Service de Courriel Sécurisé de la Bangue Scotia €) vous inscrire si vous étes un nouvel utilisateur ou vous connecter a votre
compte existant.

Pour de plus amples renseignements sur la fagon d'utiliser le Service de courriel sécurisé — Guide de ['utilisateur.

Se le ha enviado este mensaje automatico porgue

Scotiabank.employee@$scotiabank.com

ha intentado enviarle un correo electrénico seguro vy cifrado.

Para ver este correo electronico, visitg el Servicio de Correo Elecironico Seguro de Scotiabank yyegistrese si usted es un nuevo usuario o puede ingresar utilizando su cuenta
existente.

Si desea mas informacion sobre como usar este servicio, sirvase consultar la Guia de Correo Electronico Seguro para el Usuario.

Figure 1
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One Time Registration

This section outlines the instructions for registering your e-mail address on the Scotiabank Secure Email Service.

1. When accessing the “Scotiabank Secure Email Service” for the first time, you are required to select the “Register
Now” link from the ‘User Log In’ screen to register your e-mail address (see Figure 2).

e |If previously registered, sign in with your e-mail address and password.

2 Scotiubank Scotiabank Secure Email Service

User Log In

Welcome

Please enter your e-mail address and password and click Sign In.

If you do not have an account, then you need to registe

# E-mail Address:

# Passwerd:

See password hint
Reset password

Figure 2
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2. The next screen will display with your e-mail address pre-populated in the ‘E-mail Address’ field. Verify the correct
e-mail address has been populated and click ‘Register’ to continue (see Figure 3).

%S, Scotiabank

Scotiabank Secure Email Service

— Welcome

Enter your e-mail address and click Register in the form below.

An e-mail message containing registration information and a temporary password will be sent to
WO .

# E-mail Address:

dyustomeraddres s@gmail_com

¢/ an account? Return to the login page.

Figure 3

3. A ‘Thank you’ page will appear when you have successfully registered your e-mail address (see Figure 4). A
confirmation e-mail and temporary password will be sent to your e-mail address.

§ Scotiabank

Scotiabank Secure Email Service

Thank you for your registration request.
Final registration information and a temporary password have been sent to you at: scotiabankcustomeremailaddress@gmail.com
Please follow the directions and complete your registration.

Once registered, you will be able to access the Scotiabank Secure Email Service.

Return to the login page

Figure 4
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4. To log in you are required to retrieve the confirmation e-mail that was sent to your e-mail Inbox (see Figure 5). The
confirmation e-mail will contain your temporary password.

Scotiabank Secure Email account information nbox

ems@scotiabank com 10:34 AM (22 hours ago)
to me [~

scotiabankcustomeremailaddress@gmail.com |

The password for your secure messaging account scotiabankcustomeremailaddress@gmail.com has been reset.
Your new temporary password i @

Please visit Scotiabank Secure Email Service to log in and create a new password.

scotiabankcustomeremailaddress@gmail.com ,

Le mot de passe pour votre compte de Courriel Sécurisé scotiabankcustomeremailaddress@gmail.com a été réinitialisé.

Vaotre nouveau mot de passe temporaire es

Veuillez accéder au Service de Courriel Sécurisé de |a Bangue Scotia pour ouwrir une session et créer un mot de passe.

scotiabankcustomeremailaddress@gmail.com |

La contrasefia de su cuenta de Correo Electrdnico Sequro scotiabankcustomeremailaddress@gmail.com se ha restablecido.

Su nueva contrasefia temporal es I

Por favor, visite Senvicio de Correo Electrdnico Seguro de Scotiabank para iniciar sesidn y crear una nueva contrasefia.

Figure 5

5. Click the “Scotiabank Secure Email Service” link within the confirmation e-mail. You will now be directed to the
Secure Email log in page.

Tip: Make a note of the temporary password provided as it is needed to log into the Scotiabank Secure Email
Service for the first time.
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6. On the log in page, enter your e-mail address and temporary password that was provided to you in the
confirmation e-mail. Once complete, click the “Sign In” button (see Figure 6).

= .
=5 Scotiabank Scotiabank Secure Email Service
User Log In
Welcome
Please enter your e-mail address and password and click Sign In.
If you do not have an account, then you need to register. Register now
# E-mail Address:
“ Password:
€& password hint
Reset password
Figure 6

7. Once you've logged in using the temporary password, you will be prompted to create a display name and new
password.

8. Complete all the required fields marked with an asterisk (*) (see Figure 7). Once completed, click the “Save” button
to continue. If the new password meets the requirements, green checkmarks will display next to each of the
password criteria.

Note: The password Hint field is highly recommended to be filled in as the Hint will assist with password recovery
in the event your password is forgotten.

9. Select a ‘Challenge Question’ from the list provided and enter the answer in the ‘Answer’ field. The challenge
guestion will be asked in the event you forget your password and request a password reset. You will be required
to enter in the answer you typed in during registration in order to have your password reset (see Figure 7).
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& Scotiabank

To register for an account, please fill in the information below.

Dispisy Nams |

“* First Nams

# Last Nams

M= d Crangs |
To changs your passwond enter the requirsd information. Click Sawe to submit your changes.

Fassword Rules

--------  Pazsword must e ot lmast § charact=r{=) lorg
w Pazsword must contsin an uppercase character

= Hew Password w Pazsword must contsin & lowsrcass character

......... w Password must contsin & numenc charact=r

w Pazsword must contsin a pon-alphanumeric chamacter

w Password and confirm pazzwond must match

w Pazsword cannot appear in hint

""""" w Pazssword cannot contain the email address

#_Hint to help you remembsr pour pessword

Chaliange Quastions |

Fle=ss s=l=ct = guestion. The gquestion i= used te identify you if you peed te resst your password,

< UWnat IS JOUT SPOLIES'S Middls Name?

UVt 15 JOur TEVOITts Grnky

< UWnat IS your drsam car?

WO IS your Tavortts post?

% Uinat Is your Tavorits restaurant?

VWD IS pour Tavorits Teshion deskgner?

= UWhat Is your matennal granamothsrs middls nams?
. UWhat dkd you study at pour post-secondary institution?
 UWhat s your best Triend's Tirst nama?

2 UWhat 15 pour oddest child™s middle names7?

“ UWho Is your favorits Tichionsl charactsr?

< Uhat s your youngest chikd's nicknams?

“ Urhat is the middls nams of pour oldest sibling?

“ UWhich sports team did you Bks most 25 a chikd ?

. Wrhat is the first name of your cidest nephew?

< Uhat Is your patemnal grandmothers Tirst name?

= UWhat Is your favorits sport?

“ UWhat high school did pour spouss sttend?
 UWhat Is your patsnnal grandtathers first name?

“ UWhat was the name of your first girffrisna/boyriend?

& AnEwer

[==—"r~]

Figure 7

10.The registration process is now complete and your Secure Email mailbox has been created. You can now access
your Scotiabank Secure Email Service mailbox and secure e-mails you’ve received.
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Opening a Secure Email

This section outlines the instructions for opening a secure e-mail once registration is complete.

1. Log into the Scotiabank Secure Email Service using your registered e-mail address and password.

Note: The standard method of accessing the Secure Email Service is to click the link within the notification e-mail that
was received.

2. There are two methods to open a secure e-mail:
e Click the message “You have (#) unread message(s) in your Inbox”;
e Click the “Inbox” link in the left column of the Secure Email “Standard Folders” (see Figure 8).

L) Scotia b an k Scotiabank Secure Email Service @—)
Logged In: scotiabankcustomeraddress@gmail.com ? Help & Sign Out

{r Home [Z Folders [ My Account

= L
< Standard Folders
|| Inbox (3) wel ohn Smith

1]

[ You have 1 unread message in your Inbox.
&t Trash

Entrust’ R

Sacured

Figure 8

3.  Once in your Inbox, all available secure e-mails, either new or previously viewed, will be listed.
4. Click on the e-mail you would like to view.

Note: Secure e-mails will be stored in your Secure Email Inbox for 30 days before automatically being deleted. If you
wish to keep the information sent to you, ensure it is saved on your personal computer/device prior to the e-mail’s
expiration date.
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Replying to a Secure Email

This section outlines the instructions for replying to a secure e-mail.

1. Once you’ve logged into the Scotiabank Secure Email Service and opened an e-mail you wish to reply to, you may
either choose to select: “Reply”, “Reply All’, “Delete”, or “Move to” if you no longer need the e-mail (see Figure 9).

#..‘. H
= Scotiabank Scotiabank Secure Email Service @1’
‘ cped In: scoliabankcusbomenem
{2 Home B Felders [ My Account
=
Standird Feldars
2 Inbax @:NI Delete MD
< Sent . ) i
@ Trash Scotisbank 5taff scofisbankstafi@scotiabank com
o Tra To “scotisbankoustomeremailaddress @gmail com” <scofisbankbankousiomeremailaddress Egmal. com=
Cc
Subject: [secure] Confidential Scotiabank Customer Information
Db This Jul 19 2012 19:10:16 GMT-0400 (Eastérn Dayhght Tirme)
Good Afternoon Scotiabank Customer.
Below you will find the confidential information you requested.
Account Info: 12345678910
Account Balance: 51,500.00]
Figure 9

Note: If “Reply All” is selected, the e-mail reply will be sent to all of the e-mail addresses that were included on
original e-mail. You are not able to add in additional e-mail addresses, you are only able to reply to the original e-
mail addresses that were sent in the e-mail initially.

2. Click the “Reply”/ “Reply All” tab to reply securely to the Scotiabank employee who sent you the message. To

attach a file select the “Attach a file” button. Compose your e-mail and select the “Send” button to deliver the
message (see FigurelO).
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& scotiabank

Scotiabank Secure Email Service

Logged In: scotiabankcustomeremailaddress@gmail.com

Standard Folders
Inbox

£3 sent

& Trash

“Employee, e

ploy abank.com>

RE: (secure) Test

| »

From: “Emploves,
Sent: Thursday, March 06, 201¢ 7:56:43 AM
To: "scotiab omeremailadd

Scotiabank™ <Scotiabank.employes@scotiabank.coms>

il.com™
<scotiabankcust 1ladd il.com>
Subject: RE: (secure) Test
Regards,

Tina Henry, GISF | Information Security Analyst Senior | Security Forensics and
Civil Investigations

CE

Entr!

Secured

Figure 10

2 Help 7 Sign Out
{% Home & Folders [ My Account

3. After selecting the “Send” button, a message will advise you that “Your message has been sent” (see Figure 11).

& Scotiabank

Scotiabank Secure Email Service

Logged In: scotiabankcustomeremailaddress@amail.com

Standard Folders
& Inbox

2 sent

& Trash

Your message has been sent

Entrust

Secured

? Help ¥ Sign Out
{2t Home @ Folders [ My Account

Figure 11
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§ Scotiabank®
Secure Email Password Reset

This section provides information on how to reset your Secure Email password if it was forgotten or if you have been
locked out.

A Secure Email password reset is required when you cannot remember your password after the password “Hint” has been
provided, and before you have exceeded the maximum number of log on attempts of five (5).

Password Hint:

1. When you have forgotten your password, to assist you in remembering it, enter your e-mail address in the ‘E-mail
Address:’ field and select the “See Password Hint” link at the bottom of the log in page (see Figure 12). By
clicking this link, the Secure Email Service will send you an automated e-mail message with the password Hint
you entered during registration (see Figure 13).

% Scotia bank Scotiabank Secure Email Service

UserLogIn

Welcome

Please enter your e-mail address and password and dlick Sign In.
If you do not have an account, then you need to register. Register now

“# E-mail Address:

“ Password:

See password hint

Reset password

Figure 12
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Scotiabank Secure Email Service account information

&

Inbox  x

Scotiabank.employee@scotiabank.com 2:54 PM (7 minutes ago) - =
to me |-

ScotiabankCustomer EmailAddress,
= IEE %I nt for your Scotiabank Secure Email Service account is:
Phesac fliabank Secure Email Service to log in and manage your account or read your secure email.
ScotiabankCustomer EmailAddress,
oici votre indiceNe mot de passe pour l'accés a votre compte de Service de Courriel Sécurisé de la Banque Scotia est la suivante:

ormal with Exc
S'il vous plait visitez Service de Courriel Sécurisé de la Banque Scotia pour se connecter et gérer votre compte ou lire vos e-mail sécurisé.

ScotiabankCustomer EmailAddress,
erar la contrasefia de su cuenta del Servicio de Correo Electronico Seguro de Scotiabank es:

a pista para retwp
MNormal with Exc
Visire T de Correo Electrénico Sequro de Scotiabank para conectarse a su cuenta y configurarla, o leer su correo electrénico seguro.
Figure 13

2. If the password Hint option did not assist you in accessing the Secure Email Service, utilize the password reset

option.
3. After five (5) attempts, you have locked your Secure Email account by exceeding the maximum number of invalid
password attempts and will receive an error message (see Figure 14).

@ Scotiabank Scotiabank Secure Email Service

User Log In

350-05025: Your account has been locked because too many invalid login attempts have been
made. It will become unlocked after the timeout expires.

@ Error Detected

An unexpected problem was encountered. [ Additional Help ]

Go Back

Figure 14

14
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Password Reset:

Note: If you receive an error message due to the number of password attempts being exceeded (maximum five), the
Secure Email System lockout has a 15 minute timeout period. Once the 15 minute timeout has expired you are
granted another five password attempts.

1. Enter your e-mail address in the ‘E-mail Address:’ field and select the “Reset Password” link at the bottom of the
page (see Figure 15).

(=Y

=5 Scotiabank Scotiabank Secure Email Service
UserLeg In
Welcome
Please enter your e-mail address and password and dlick Sign In.
If you do not have an account, then you need to register. Register now
# E-mail Address:
# Password:
Sea.p esd.hiint
Figure 15
2. Enter the answer you provided during registration to the Challenge Question and click the “Answer” button (see
Figure 14).
L@F} Scotiabank Scotiabank Secure Email Service
UserLoglin
Challenge Question
Answer the guestion in the field provided and dlick ‘Answer'.
% Question: What is your favorite sport?
Figure 14

Customer Guide 15



@© Scotiabank®

4. Enter a new password in the “New Password” field and retype it in the “Confirm the New Password” field.

5. Enter a specific Hint to help you remember your password in the event it is forgotten again (see Figure 15).

Scotiabank Scotiabank Secure Email Service

Logged In: ? Help 1 Sign Out

To change your password enter the required information.

Password Change

To change your password enter the required information. Click Save to submit your
changes.

* New Password Password Rules

hhbidd il ¥ Password must be at least 8 character(s) long

v Password must contain an uppercase character

# Confirm New Password ¥ Password must contain a lowercase character

......... ¥ Password must contain a numeric character

» Password must contain a non-alphanumeric
character

« Password and confirm password must match

¥ Password cannot contain the email address

“# Hint to help you remember your password
Password Hint

Save

Figure 15

6. Click on the “Save” button at the bottom of the screen.

7. Select the “Return to Login Page” link at the bottom left of the log in page (see Figure 16). Log in with your e-mail
address and new Password.

an
»
)

Z Scotia ban k Scotiabank Secure Email Service

User Log In

@

Your password has been changed. Please return to the login page to login.

Return to the login page

Figure 16
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Secure Email FAQ

This section answers commonly asked questions about the Scotiabank Secure Email Service.

1. When would | receive a secure email from Scotiabank?
A secure e-mail would be sent to you when you have requested that an employee send personal/confidential
information using e-mail.

2. Why is Scotiabank sending me secure e-mails?
Scotiabank is increasing our security measures for e-mail communication to ensure any confidential/personal
customer information remains within the Bank’s internal systems.

3. I cannot remember my password, what do | do?
From the “User Login Page”, utilize the “See Password Hint” link to try to remember your password or the “Reset
Password” link to reset your password. For more information please reference the section; “Secure Email Password
Hint/Reset”.

4. | have tried to reset my password and it is not working, who can | contact?
If you are experiencing problems with resetting your password, contact the Bank Employee sending you the e-mail for
assistance.

5. I cannot view the secure e-mail | received over a month ago, what happened to the message?
Secure e-mails will be held for viewing for 30 days before being deleted. Ensure you save any content or attachments
you wish to keep. Please contact the sender if you need to have the information resent to you.

6. Can | receive attachments through the Secure Email Service?
Yes, attachments can be received through the Secure Email Service; there is a maximum file size of 30MB per e-mail.
The Secure Email Service will not send any e-mails that exceed the maximum file size. An error message will be
generated in those instances.

7. What if | didn’t get the first email, what do | do?

Check your Junk Mail folder to ensure that the e-mail did not get flagged as Junk Mail. If the e-mail was in your Junk
e-mail folder, label the e-mail address: ems@scotiabank.com not Junk Mail. This will prevent future e-mails from
ems@scotiabank.com being sent to your Junk e-mail folder.
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8. | have already registered for the Secure Email Service and when | tried to access my account | received an
error message, what do I do?

If you have already registered your e-mail address with the Secure Email Service and when logging in you receive an
error message, please contact the Scotiabank Employee sending you the e-mail and advise them of the error
message.

9. Ireceived an e-mail asking me to provide banking details, what should | do?

Scotiabank does not ask for bank account information in an e-mail. Please reference the section “Scotiabank Safe
Computing Information” section on page 19 for links on Scotiabank.com, which provide further information.

10.What are the computer system requirements, what web browsers are supported and can smart phones and
tablets access the Scotiabank Secure Email Service?

There are no minimum computer system requirements to access the Scotiabank Secure Email Service. All computers
can access the Secure Email Service provided they have a web browser that can access the internet.
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Scotiabank Safe Computing Information

This section provides you information from Scotiabank on safe computing.

For more information on Safe Computing and our commitment to customer protection please visit the following links:

Online Security
http://www.scotiabank.com/ca/en/0,,352,00.html

Your Security Responsibility
http://www.scotiabank.com/ca/en/0,,362,00.html|

Safe Computing Practices
http://www.scotiabank.com/ca/en/0,,2973,00.html

General Security Practices
http://www.scotiabank.com/ca/en/0,,2971,00.html

Phishing Scams
http://www.scotiabank.com/ca/en/0,,2972.,00.html

Online Fraud
http://www.scotiabank.com/ca/en/0,,2970,00.html
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